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Ransomware is now a multi-billion 
dollar industry. Those with weak, 

unprotected systems, as well as those 
with little security-specific knowledge, 
are most likely to fall victim.

Such users may not be able to ade-
quately assess the potential risks. And 
those with the most to lose – for example, 

users who are heavily reliant on their IT 
system and its data for undertaking their 
daily business – heighten the potential 
for exploitation. Simon Parkinson of the 
University of Huddersfield examines how 
access tools can be used to reduce the 
threat from ransomware.

Full story on page 5…

Top requirements on the SD-WAN security checklist

Any significant network upgrade 
presents a challenge. So much can 

go wrong – from delays due to transi-
tion downtime and user retraining, to 
potential loss of data.

But often, the single biggest concern will 
be security. This is especially true when 
contemplating a fundamental change in 

networking architecture, such as a migra-
tion to software-defined networking 
(SDN). Michael Wood of VeloCloud 
explains how it is possible to reap the ben-
efits of new technology while maintaining 
and even improving security through the 
correct implementation of SD-WAN.

Full story on page 9…

An access control management protocol for 
Internet of Things devices

The Internet of Things (IoT) enables 
the integration of data from virtual 

and physical worlds. But as the IoT 
expands it becomes more vulnerable to 
cyber-attackers.

New security issues arise through the 
heterogeneity of IoT applications and 
devices and their large-scale deployment. 

Mark Taylor, Denis Reilly and Brett 
Lempereur of Liverpool John Moores 
University present a multi-tiered security 
approach for IoT devices that incorporates 
physical proximity controls, geo-location 
checking, instruction encryption, embed-
ded controls and exception reporting.

Full story on page 11…

National Accounting Office demands action

The UK’s National Audit Office (NAO) 
has issued a report saying that fraud 

is now the most prevalent crime in the 
UK and most of it happens online. It is 
calling for urgent action and says that 
the Home Office has so far been ineffec-
tive at tackling the problem.

“For too long, as a low-value but high-
volume crime, online fraud has been 

overlooked by government, law enforce-
ment and industry,” said Amyas Morse, 
head of the NAO. “It is now the most 
commonly experienced crime in England 
and Wales and demands an urgent 
response. While the Department is not 
solely responsible for reducing and pre-
venting online fraud, it is the only body

Continued on page 2…
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SDN establishes a separate control plane 
that enables data traffic in the network 
to be continuously managed, controlled, 
monitored and analysed by a central con-
troller and the flow optimised by control-
ling the data plane elements. This means 
that the configuration and policy of the 
network is dynamically programmable 
to respond rapidly to changes – a vital 
advantage for today’s fast-evolving busi-
ness and communications environment. 
SDN has already revolutionised local area 
networks and datacentre infrastructure 
and is now extending to wider areas.

SD-WAN
SD-WAN (software-defined wide area 
network) applies those SDN principles at 
scale to the practical realities of the wide 
area network.1,2 This includes separation 
of data, control and orchestration planes 
and simplified, secure and high-perfor-
mance on-premises and cloud applica-
tions, services and resources – plus the 
ability to deliver predictable service qual-
ity over a network that is likely to include 
less-predictable links. 

SD-WAN makes local link steering 
decisions based on observed local condi-
tions, such as link quality, reliability and 
throughput. The central controller imple-
ments software forwarding based not only 
on centralised business policy objectives 
but also real-time network quality. The 
routing, priority and security for any 
application data flow is therefore inde-
pendent of the actual network transport 
– whether wired Ethernet, Multi-Protocol 
Label Switching (MPLS), wireless, cel-
lular, or a public Internet link. For a 

SD-WAN, the SDN central controller 
concept is extended to the cloud to allow 
continued operation with or without 
instructions from the controller – this 
ensures maximum uptime and optimised 
data delivery and supports service level 
guarantees. 

“In a business environment 
that needs agility to get 
remote sites up and running 
quickly, SDN-WAN offers 
significant advantages”

In short, an SD-WAN is a logical 
overlay network where the overlay sits 
over the transport network between any 
two SD-WAN nodes, called edges, that 
can be deployed at the branches and/or 

datacentres. The physical network can 
agnostically integrate any mix of WAN 
transport – public, private, LTE, wired 
or wireless according to what is available 
– and is independent of the particular 
carrier or service provider. 

In a business environment that needs 
agility to get remote sites up and run-
ning quickly, SD-WAN offers significant 
advantages – for example, for an enter-
prise that wants to extend cloud services 
to remote offices that would otherwise 
be forced to rely on ‘best effort’ public 
Internet connectivity. But will it impact 
the organisation’s security? 

Yes, it will, but in a wholly positive 
sense. 

Unified and independent
SD-WAN unifies secure connectivity over 
all transports at the same time as support-

Top requirements on the 
SD-WAN security checklist

Michael Wood
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Any significant network upgrade presents a challenge for CIOs and CISOs. So 
much can go wrong – from delays due to transition downtime and user retrain-
ing, to potential loss of data. But often, the single biggest concern will be securi-
ty. This is especially true when contemplating a fundamental change in network-
ing architecture, such as a migration to software-defined networking (SDN). 

An example of a wide area network setup using SD-WAN.
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ing transport independence. There will 
be no need to use or provision a different 
security mechanism for different transport 
types, or to depend on the transport pro-
vider for the secure network.

What’s more, the network overlay can 
support a wide variety of security capa-
bilities, including the following high-
priority requirements: 
•	 Secure	connectivity.
•	 Segmentation.
•	 Security	services	insertion.
•	 Secure	deployment.	MPLS
•	 Visibility	and	compliance.

Secure connectivity
With SD-WAN, there is end-to-end 
encryption across any network type, 
including the Internet. Everything that 
is part of this system needs to be com-
pletely and securely authenticated.

SD-WAN has a unique model for key 
exchange that is massively scalable and 
easy to manage. It enables direct and 
secure communication among branches 
and datacentres, as well as communica-
tion to the cloud via gateways. Not only 
are all devices and components being 
fully authenticated in the network, but 
the underlying traffic transported across 
that network is also encrypted. 

Segmentation 
Most enterprises today have a need for 
segmentation to isolate different types of 
traffic for regulatory reasons – PCI data, 
for example – or to give different busi-
ness groups like finance, marketing and 
HR their own network segments.

“The flexibility of service 
insertion allows an 
enterprise to put functions 
such as virus scanning and 
data loss prevention as close 
to the appropriate traffic as 
possible”

Enterprises can address these needs the 
same way a service provider would, using 
either virtual LANs (VLANs) or virtual 
routing and forwarding (VRF). SD-WAN 
can drive segmentation and do it in a 

much more secure manner than even 
MPLS because MPLS doesn’t encrypt 
any traffic at all, whereas SD-WAN auto-
matically encrypts all traffic. 

Secure services  
insertion 
An SD-WAN solution will have built-in 
foundational security capabilities such as 
a next generation Layer 7 firewall in the 
edge devices, but the default SD-WAN 
solution will not necessarily be a best-of-
breed security solution. However, addi-
tional security services can be inserted at 
various locations as necessary to provide 
all the security capabilities an enterprise 
needs.  

There are several places where secu-
rity services can be inserted into the 
network: at the branch, in the cloud 
and on premise at the datacentre or 
corporate headquarters. The flexibility 
of service insertion allows an enterprise 
to put functions such as virus scanning 
and data loss prevention as close to 
the appropriate traffic as possible. The 
SD-WAN is able to do deep application 
recognition, which enables very granular 
control over how specific traffic is routed 
through security services. 

Secure deployment 
A traditional WAN deployment often 
requires an IT visit to the branch to 
physically install and configure the 
equipment. This is not a very scalable 
practice. An alternative is to send a fully 
configured device to the branch, but nei-
ther is this very secure.

In contract, SD-WAN allows the 
enterprise to drop-ship an edge device 
to a branch. The box can be installed 
– essentially plugged in – by local non-
IT personnel. IT centrally creates a 
configuration, typically using a group 
profile, that can be pulled down by the 
box following authentication of a unique 
activation key, or pushed to the box 
from a cloud redirector after the box 
‘calls home’. Either way, no IT visit is 
required, no pre-staging is necessary and 
there is no security risk if the box is lost 
en route to the branch. Setup and con-
figuration is simple, allowing a branch to 

come on-board in hours or days rather 
than weeks or months. 

Visibility and compliance 
A significant attribute to an SD-WAN 
overlay that also extends back to the 
cloud is the ability to recognise thou-
sands of different applications. From a 
security perspective, there is much to 
gain from that level of detail by com-
bining the deep application recognition 
with analytics, monitoring and metrics 
that an orchestrator and controller can 
collect from each of the edge and gate-
way devices.

“A flexible SD-WAN solution 
will fully support both 
on-premise and cloud-
centric needs and will at the 
same time provide a more 
secure architecture than any 
traditional WAN”

For example, the enterprise can look 
for anomalies in application usage, 
screen for unsanctioned applications, 
drop the packets of unwanted applica-
tions and so on. The enterprise can 
apply policies around specific applica-
tions, such as routing them through a 
firewall or a secure web gateway. What’s 
more, traffic steering and segmentation 
can help meet regulatory or internal 
compliance requirements.

Conclusion 
IDC has predicted that 80% of new 
applications will be deployed in the 
cloud by 2030 and that public cloud 
will reach $141bn by 2019.3 Many 
organisations, however, find that their 
applications suffer poor or locally 
inconsistent performance when running 
in the cloud in relatively remote sub 
offices that depend on public Internet 
connectivity. One solution is to pay 
for a private line connection, but this 
means losing some of the cost sav-
ings and agility that originally justified 
cloud migration.

What today’s enterprise market needs 
is an easy way to ensure performance 
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and quality of experience for critical 
cloud applications, plus flexibility to 
control, for example, lower priority for 
merely recreational or non-business criti-
cal applications. 

Is it possible to provide all this quick-
ly, in a flexible manner, while being 
sure of maintaining and even improving 
the organisation’s data security? With 
today’s SD-WAN, the answer is ‘yes’. 

A flexible SD-WAN solution will fully 
support both on-premise and cloud-cen-
tric needs and will at the same time pro-
vide a more secure architecture than any 
traditional WAN. The network can be 
quickly and easily configured in-house 
to support every feature on the CISO’s 
network security checklist. 
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Denis Reilly

Vulnerabilities may be introduced via 
careless program design that creates 
opportunities for malware or misuse 
among the wide variety of IoT applica-
tions and devices. Large-scale deployment 
of IoT devices creates a more complex 
security landscape than has previously 
existed.4 The IoT paradigm involves 
new features, mechanisms and dangers 
that cannot be completely addressed 
through the classical formulation of secu-
rity problems.5 The IoT requires a new 

security paradigm that considers security 
from a holistic perspective that includes 
actors and their interactions. Researchers 
had previously highlighted the need for 
security for IoT-based applications.6,7,8 
Although previous research has advocated 
multi-layer approaches to IoT security, 
this had been limited to mainly theoreti-
cal examinations of multi-layer security at 
a generic level.9,10 

The originality of the research present-
ed in this paper concerns a multi-tiered 

security approach for Internet of Things 
(IoT) devices that incorporates physical 
proximity controls, geo-location check-
ing, instruction encryption, embedded 
controls and exception reporting. In 
particular, the geo-locational aspects 
of the approach represent a novel and 
innovative use of existing technologies to 
provide additional security defences over 
those currently used for IoT devices.

The technical challenge addressed 
by this research is the development of 
a practical approach to IoT security. 
The novel contribution of the research 
presented in this paper is a multi-tiered 

An access control  
management  
protocol for Internet 
of Things devices
Mark Taylor, Denis Reilly and Brett Lempereur, Liverpool John Moores 
University

The Internet of Things (IoT) enables the integration of data from virtual and 
physical worlds.1 It involves smart objects that can understand and react to their 
environment in a variety of industrial, commercial and household settings.2 As 
the IoT expands the number of connected devices, there is the potential to allow 
cyber-attackers into the physical world in which we live, as they seize on security 
holes in these new systems.3 New security issues arise through the heterogeneity 
of IoT applications and devices and their large-scale deployment. 

Mark Taylor

Brett Lempereur


